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Community Police Officer — Mrs. Nicola Evans
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Introduction

New technologies have become integral to the lives of children and young people in today’s society,
both within schools and in their lives outside school. These technologies can stimulate discussion,
promote creativity and make learning more effective. They also bring opportunities for staff to
make learning more engaging and data management more efficient. However, the school is aware
that improper use of these systems could expose both the school and the user to potential legal
liability. The school will endeavour to ensure that staff have good access to ICT to enhance their
work and the learning opportunities for pupils in their care. In return the school expects staff to
agree to be responsible users of ICT.

This Acceptable Use Policy is intended to ensure that:

o Staff will be responsible users of ICT and stay safe while using the Internet, our VLE (Virtual
Learning Environment) and other communications technologies for educational, personal and
recreational use;

¢ School ICT systems and users are protected from accidental or deliberate misuse that could put
the security of the systems and users at risk;

e Staff are protected from potential risk in their use of ICT in their everyday work.

For the professional and personal safety of staff:

¢ The school may monitor the use of the ICT systems, email and other digital communications;

e The rules set out in this agreement also apply to use of school ICT systems (e.g. laptops, email,
the HWB Learning Platform) outside the school and technologies owned by pupils and staff, but
brought onto school premises (such as laptops, smart phones, tablet PCs and portable media
players, etc.).



School Policy on the Use of Internet and ICT Systems

All staff in Pontarddulais Comprehensive School:

¢ Will only use the school’s e-mail/Internet/HWB/VLE and any related technologies for
professional purposes or for uses deemed ‘reasonable’ by the Headteacher or Governing Body;

e Will comply with the ICT system security and not disclose any passwords provided by the
school or other related authorities;

¢  Will ensure that all electronic communications with pupils and staff are compatible with their
professional role;

¢ Will not give out personal details, such as phone number and personal e-mail address, to
pupils;

e Will only use the approved, secure e-mail system(s) for any school business;

¢ Will ensure that personal data is kept secure and is used appropriately, whether in school,
taken off the school premises or accessed remotely. Personal data can only be taken out of
school or accessed remotely when authorised by the Head or Governing Body. Personal or
sensitive data taken off site must be encrypted;

¢  Will not install any hardware or software without the permission of the Network Manager/
Network administrator;

¢ Will not browse, download, upload or distribute any material that could be considered
offensive, illegal, defamatory or discriminatory;

e Will only take, store or use images of pupils and/or staff for professional purposes in-line with
school policy and with written consent of the parent, carer or staff member. Images will not be
distributed outside the school network without the permission of the parent/carer, member of
staff or Headteacher;

¢ Understand that the use of the Internet and other related technologies may be monitored and
logged and can be made available, on request, to the Line Manager or Headteacher;

e Will respect copyright and intellectual property rights;

e Ensure that online activity, both in school and outside school, will not bring their professional
role into disrepute;

e Support and promote the school’s e-Safety and Data Security policies and help pupils to be safe
and responsible in their use of ICT and related technologies.

Passwords

e Always use your own personal passwords to access computer-based services;

e Make sure you enter your personal passwords each time you logon. Do not include passwords
in any automated logon procedures;

¢  Change your password whenever there is any indication of possible password compromise;

o Do not record your passwords or encryption keys on paper or in an unprotected file;

e  Ensure that all personal passwords that have been disclosed are changed once the
requirement is finished;

J Make sure that logged-on workstations are not left unattended. Under no circumstances
should pupils have access to SIMS or any other system where sensitive data could be obtained.

Remote Access (using a computer from home/outside school premises)

*  You are responsible for all activity via your remote access facility;

e Only use equipment with an appropriate level of security for remote access;

e To prevent unauthorised access to school systems, do not disclose your user name and
password to anyone;

e  Select passwords that are not easily guessed e.g. do not use your house or telephone number
or choose consecutive or repeated numbers;



e Avoid writing down or otherwise recording any network access information. Any such
information that is written down must be kept in a secure place and disguised so that no other
person will be able to identify what it is;

J Protect school information and data at all times, including any printed material produced
while using the remote access facility. Take particular care when access is from a non-School
environment.

Storing/transferring personal, sensitive, confidential or classified information using removable

media

e Where possible, sensitive files should remain on the school’s internal system or on HWB's

OnebDrive cloud storage.

J Ensure removable media is purchased with built-in encryption systems.

e  Store all removable media securely.

e  Securely dispose of removable media that may hold personal data.

J Encrypt all files containing personal, sensitive, confidential or classified data.

o Ensure hard drives from machines no longer in service are removed and stored securely or
wiped clean.

e  Report the loss of any portable data device, incorrectly addressed email or other data related
issues immediately to a member of the e-safety board.

School ICT Equipment

e Asauser of ICT, you are responsible for any activity undertaken on the school’s ICT equipment
provided to you.

e Ensure that all ICT equipment that you use is kept physically secure.

J It is imperative that you save your data on a frequent basis to the school’s network drive. You
are responsible for the backup and restoration of any of your data that is not held on the
school’s network drive.

e  Personal or sensitive data should not be stored on the local drives of desktop PCs. If it is
necessary to do so the local drive must be encrypted.

e  Privately owned ICT equipment should not be used on a school network.

e Ontermination of employment, resignation or transfer, return all ICT equipment to your Line
Manager. You must also provide details of all your system credentials so that they can be
disabled.

e ltisyour responsibility to ensure that any information accessed from your own PC or
removable media equipment is kept secure, and that no personal, sensitive, confidential or
classified information is disclosed to any unauthorised person.

Mobile Technologies

Many emerging technologies offer new opportunities for teaching and learning for children and
young people. Many existing mobile technologies such as portable media players, Tablet PCs,
gaming devices, mobile and Smart phones are familiar to children outside of school too. Our school
chooses to manage the use of these devices in the following ways so that users exploit them
appropriately.

PERSONAL MOBILE DEVICES (INCLUDING PHONES)

¢ The school allows staff to bring in personal mobile phones and devices for their own use. Under
no circumstances does the school allow a member of staff to contact a pupil or parent/carer
using their personal device.

¢ This technology may be used, however for educational purposes, as mutually agreed with the
Headteacher. The school is not responsible for the loss, damage or theft of any personal mobile
device.



¢ The sending of inappropriate text messages between any members of the school community is
not allowed.

¢ Under no circumstance should images, videos, or sound recordings of children be stored on
these devices.

e Users bringing personal devices into school must ensure there is no inappropriate or illegal
content on the device.

SCHOOL PROVIDED MOBILE DEVICES (INCLUDING PHONES)

e The sending of inappropriate text messages/ instant messaging between any members of the
school community is not allowed.

e Permission must be sought before any images, videos, or sound recordings are made on the
devices of any member of the school community.

¢ Where the school provides mobile technologies such as phones, laptops and tablet PCs for
offsite visits and trips, only these devices should be used.

e Where the school provides a laptop for staff, only this device may be used to conduct school
business outside of school.

Guidance for staff on the use of social networks & blogs

Social networking sites (e.g. Facebook etc.) and blogging sites (e.g. Wordpress, X(Twitter) etc.) are a
way of life for many young people and adults. However, adults working with children should review
their use of social networks as they take on professional responsibilities.

Once published online, information such as photographs and blogs are almost impossible to
control. Some adults have been ‘caught out’ by posting comments or remarks about work or
colleagues. It is strongly advised that you make no reference to your school life on these sites or
otherwise bring your employer into disrepute.

As a general rule, staff should not:

e post personal comments on the internet that could be misconstrued as comments made by the
LEA;

e discuss the school related matters on these websites, including a private conversation, e.g.
Facebook Chat. This could lead to other staff members or members of the public taking legal
action.

In addition, staff should also be discouraged from posting information about their personal lives
which could be misconstrued or misinterpreted. Staff posting personal information risk criticism
and opportunity for their professionalism to be brought into question.

Staff should also be reminded that if they discover derogatory comments about the
school/teachers/pupils they have a duty to bring these to the attention of a senior member of staff.

The use of educational video resources

We recognise the educational value of incorporating multimedia content, including video clips, into
our curriculum. These resources serve as effective tools to enhance learning experiences and
engage pupils in a dynamic and interactive manner. It is essential that all staff members exercise
discretion in selecting and presenting video content to ensure that it aligns with the age and
maturity level of the pupils.

e Staff members are responsible for ensuring that video clips chosen for classroom use are
age-appropriate and relevant to the curriculum being taught.



Staff will provide context to pupils before and after showing a video clip, explaining its
relevance to the lesson and highlighting key learning points.

Staff must avoid using content that may contain explicit, offensive, or inappropriate
material for the intended audience.

Staff must ensure that the use of video clips complies with copyright laws and fair use
policies.



